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Fusion from the Inside
Abstract

* System design
* Broad examination of System

Fusion and WiIiRES-X components

* What the components do and how

they interact
*  Public information
* Reverse Engineering

e Hams - How we can build on

System Fusion for the future
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Fusion System Design

* Fit current FM spectral mask

— Transition from FM to digital

* Use established standards — P25/C4FM

— And modify for Amateur Radio

* User, Access Point, and Network layers



Fusion Subsystems

* Fusion / C4FM (Built on P25)

— RF segment

*  WIRES-X (Built on WIiRES and WiRES Il)

— Networking segment

— Nodes (Access Point)

* Simplex access or remote repeater access

— Repeaters (Access Point)

Network (Internet, RF)




Popularity of Digital Voice

Mode | NA World | MN | WI 1A IL

Fusion 1,531 1,796 45

Dstar 1,137 2,174 31
DMR 1,189 1,994 22
P25 254 278 2

NXDN 93 93 2

Data from RepeaterBook.com retrieved 13-Sep-2017
Fusion may support FM and digital to various degrees



Fusion Subsystem

Published Standard

Amateur Radio Digital Standards

Amateur Radio Digital Standards

YAESU MUSEN CO., LTD.

Control Unit
ransmission

Unit

Radio Station Radio Station

Control Unit
ransmission Scope of
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of this Manual)

N Relay Station

Figure 2-1 System Composition and Scope of Application of these Specifications



OTA Modes and Bandwidth

Four modes of operation:

Mode Voice FEC Data

1,150 3,600
1,150 + 1,800 1,800
2,800

Table 3-1 C4FM Mapping
Frequency Deviations(Wide) | Frequency Deviations{MNarrow |

00 | +1 | +900 Hz
10 -1 -900 Hz -450 Hz

-2700 Hz




OTA Protocol DN Modes

CC (Communication CH)
HC (Header) . TC (Terminator)
FN=0 FH=1 FN=7 (maximum)

100 msec (8960 bit) : ‘ . 1 100 msec (880 bit) —» v 100 meec (960 bit) — o 100 msec (860 bit) —»

Figure 4-6 Frame Composition Drawing

DCH (1) VCH (1) ICH (2) ICH (3) VCH (3) DCH (4) VCH (4) | Number

" .- . = 1 of bits
72 72 12 - 72 Total 960 bit

Figure -8 CC Structural Drawing
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Figure 4-12 CC Structural Drawing




OTA Protocol VW and DW

The structural drawing of the CCO (Sub Header CH) actual voice and superimposed data is shown in Figure 4-21.

FS | FICH DCH (0) DCH (1) YCH (2) DCH (3) Reserved VCH (3)

Figure 4-21 CCO Structural Drawing
The structural drawing of the CC actual voice is shown in Figure 4-22.
F& FICH
40 | 200
Figure 4-22 CC Structural Drawing

Figure 4-15 CC Structural Drawing

Note: No FEC on data and no ARQ
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Examine OTA Data

* Use a receiver to demodulate data
e Use software to process the signal
 Example

— DV4mini

— DV4RX — Github G4KLX/DV4RX

— Build with VS 2017 Community



WIRES-X

Node




WIRES-X Node Interface
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WireShark Network Captures

Time

B.008808
B.341234
B.449945

A P T ol ] e T

Info

46188 - 49698
49698 - 4610
46188 - 4969

A, P

Frame 1: 123 bytes on wire (984 bits), 123 bytes captured (984 bits) on interface @

Ethernet II, Src: @@:Tf:82:89:17:6c (@@:ff:82:09:1f:6¢c), Dst: @@:Tf:83:09:1F:6¢c (@D:ff:§3:89:1F:6c)
Internet Protocol Version 4, Src: 10.8.06.6, Dst: 180.42.3.138

User Datagram Protocol, Src Port: 46188, Dst Port: 49690

Data (81 bytes)

Protocol
Upp
upp
upp

LU

Destination
188.42.3.138
10.8.8.6
188.42.3.138

Amm -

Source
18.8.8.6
180.42.3.138
18.8.8.6

AMik AT T A TR

Length
123
1176
123

Y

Len=81
Len=1134
Len=81

A A [ . T

a8
ae
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30

T
6d
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bd
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11
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=1
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89
26
d9
il

1f
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48
31

bc
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65
3a

B8
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38
35

e
il
36
38

45
bd
37
38

%) T .
28 amlieans
36 .
35 AeaARS1E

III-LI IEI
P&IIIII‘*
2,.2e0676

4d
de
38
3

32
44
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34
32
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31
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32

37
3@
43
35

35
35
38
38

30
38
38
38

33
34
3e
34

38
38
3l
il

3B
37
31
36

4b
38
32

List server request and update

39
32
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2ha4ealP
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CPEBBBB3a
BRZ118309NAANC-B
RGBABS1B83B3D1A1Z
D2@lep3alap4a1aD
>8leDeR@leDyazZaBD

AKSEQ/CHRISDCAA
DDBANBA
MC DEBS
DFAS1B3RIEAR5214
Q3E185ES54DDE3D26
BE4B42Z2:0.C01ESF2Z
B54355B573156702
JIFBCZRLICZBERRCT
SPW1Vy'. 1 ....A.
w10 FaEauaatans
sese—MBG. .. 1M g

W. ...$xR.X.0.h0

Capture: DMR Not Working

o V+.1B3B83
LAY % 4Ga. "gME.A
[oo tKA <] .. AL
2.0...20.FM
F2.%...,RR.m...M
#.q9....CPRoRRRR3A
BBZ118300NBANC-B
RGAAB51B3B3D1G12
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SeleDhealoDTozaab
A A sk ek e ki D B B
AAB3GD DCaA
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MC DEGS

Q3E185
AE4B42




WIRES-X Ports

e Ports forwarded to node/room

Purpose Destination

e FEach node is a server

Yaesu List Server 49,690

* Every user can create their own
Node control

46,110 46,120

Room/reflector

 List Server coordinates Node voice

connections Room control
Room voice
News control

Web access

on

5rc

d, Src:
Port:

ff 83 ¢

11 17
Zc 34
P 3B 32
3 33 32

59.

1f
32
43
39

287.182.15@, Dst: 19.
46122, Dst Port:

bc
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38
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13
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3
5
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]. " W
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« L. .Ea
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1.
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Voice Data Capture

56.287.182.158 16.8.8.6 5 Len=27
16.8.8.6 58.287.1982.158 Len=152
16.8.8.6 58.287.1982.158 Len=152
6.858878 16.8.8.6 580.207.192.1580
6.989874 16.8.8.6 188.42.3.1306 uop 45198 49698 Len=81
6.948860 16.8.8.6 58.287.1982.158 uop 46118 46120 Len=152
7.818842 16.8.8.6 58.287.1982.158 Uupp 46118 -+ 46120 Len=152
Frame 62: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface @
Ethernet II, Src: @@:ff:82:09:1f:6¢c (@@:ff:82:09:1f:6c), Dst: @@:ff:83:89:1f:6c (@@:TT:B3:89:1f:6c)
Internet Protocol Version 4, Src: 10.8.8.6, Dst: 58.207.102.158
User Datagram Protocol, S5rc Port: 46118, Dst Port: 46120
Data (152 bytes)

AR @@ ff B3 89 6c @9 82 89 1f 6c 88 @@ 45 @8 sssaalas aasls.Ea

a@ala 88 bd 2b e2 ga 6a ed @a @8 8@ @6 32 cf es*enans JassuaZe

@e28 66 96 bd le 28 @2 92 @@ 21 @0 98 g=15] Tevialos sevennan
31 38 31 az B2 B2 @@ 41 98 a8 5e el 18111... ...A.. "
58 BT - ab b3 42 61 66 T2 d3 bB aa X...6..) .@af....
28 2c 7 ac 22 ae 1lc 51 aa 1d 57 2a d2 gon ann o Qu oWk,
75 el éc 3b ¢ 47 B8d 36 2T ed 54 4d bl Ueulaa;e 0.6/.TH.
@a b2 i b3 92 da 3a 5d N T T
41 15 ; bl al la &b 9c AT .Y.@ . J.. KB,
58 e2 : 2 56 ab ef c5 4d X..P/.."™ R.V....M
53 16 . i ad 52 cf 38 Siiiunass Voo(R..8
86 61 6 C 22 ¢ i 79 e@ 88 b8 db cBaaan's sa¥uuaYa
ba 71 .q




WIRES-X Startup — List Server

* Load binary configuration file from fixed URL

* Configuration points to multiple List Servers

addr eq 71.139.254.252) and tcp.port

] Destination Protocol Info
11.876894 192.168.3.126 71.139.254.252 TCP 6 52022 - 8@ [SYN] Seq=0 Win=B8192 Len=0 MS5=146@ WS=4 SACK_PERM=1
11.958547 71.139.254.252 192.168.3.126 TCP 6 8@ - 52022 [SYN, ACK] Seq=8 Ack=1 Win=B192 Len=@ MSS=138@ WS=256 SACK_PERM=1
11.958889 192.168.3.126 71.139.254.252 TCP 52822 -+ 8@ [ACK] Seq=1 Ack=1 Win=66248 Len=0
11.960366 192.168.3.126 71.139.254.252 GET /jp/en/wiresinfo—en/sv/UpdateInfo.bin HTTP/1.1
12.842547 71.139.254.252 192.168.3.126 HTTP/1.1 288 OK (application/octet-stream)
12.842788 192.168.3.126 71.139.254.252 TCP 52022 -+ 8@ [ACK] Seq=122 Ack=699 Win=65548 Len=0

73: 175 bytes on wire (1488 bits), 175 bytes captured (1488 bits) on interface @
Ethernet II, Src: GoodwWayI_16:dc:77 (@@:50:b6:16:dc:77), Dst: Apple_29:12:a9 (88:1f:al:29:12:a9)
Internet Protocol Version 4, Src: 192.168.3.126, Dst: 71.139.254.252

Transmission Control Protocol, Src Port: 52822, Dst Port: 88, Seq: 1, Ack: 1, Len: 121

Poo@ 88 1f al 29 12 a9% @@ 50 b6 16 dc 77 oo vesdaaeP oouwi Ea
P@1@ @@ al 5c 3c 2@ 82 @6 93 6C c@ a8 47 8b
0020 fe Tc cb 36 @ @e 2T DT @a 39 12 50 18

48 bR de @2 @ 47 45 54 2@
27 77 69 72 69 6e 66 6T
55 70 64 65 49 6Ge 66
54 54 5@ 2e 31 @d Pa
65 Ge 74 3 49 52 45
73 74 3a 77 2e 79
6d @d Ba i 68 65 2d
3a 20 6e 61 63 68

2]
—h

f 6a 78 2T 65 6e
2f 73 76 /wiresin
6e 28 fUpdatel
2d 41 HTTP/1l.1
48 gent: WI
63 ost: www
6T om..Cach e=Contro
1: no-ca che....

P+ S T R 6 ]
W WU o

o




WIRES-X Data

Data Type Description

List Server Hello TCP to fixed URL

List Server initial response List of resources (servers), configuration

List Server Request Connection to List Server
List Server Responses Rooms, Nodes, descriptions, IP address
Status Update Node, Room and List Server

Heartbeat Periodic, still alive
Heartbeat response Reverse heartbeat
Control information Tx up/down, connect request, disconnect, etc.

Voice Analog and Fusion OTA data




WIRES-X Console

Franklin : Us:

Macedon w York  US:

Spencer Mt us, 1§ MNWIS-FUSION J

Inman ebra UsS:

Broo News Y us, Usel_: HZPSR—HKI'I‘I > 7"_‘******7‘* (DN: FTM-400D)
Rnaund | lllinnis LS, Uplink K9EQ (11138)

NS4
Room MNWIS-FUSION(21493) member 39 nodes Refresh Close

WOMDT-DAY 4JD-ND1 KBOGRP-ND | [N9TOW-ND | [WORS-ND N7YO-ND A4YMZ-RPT K5TAR-RPT
W7ECA-RPT | [N8XPQ-RPT 5MCJ-ND W | Al
(katcnF-no ] ABIDW-ND | (KN6LL-ND NOBVE-MPLS

14WXS-RPT | |MB6ICP-GW | |KCINSA-RPT | [WAIUTQ-RPT | [KC90ZA-ND F4HR-NC

ZULVfUY/LE L1ibhol DLYUH-ND (L/7¢75) LN. 4U Nodes.
2017/09/13 11:55: DLS0OH-ND (17775) 0OUT. 39 Nodes.

- 2017709713 11:55:¢ List Create Group window list (XML)
> —KOSTP— 3 KOSTP A 3. 2017/09/13 11:55: List Create Active ID list (XML}
D _2E0FTG— 3 2EOFTG 00 amps... UK 2017/09/13 i List Create Room ID list (XML)
A _E1UDL— JE1UDL o Jap... 2017/09/13 :02: WEDEN-ND (30609) OUT. 38 Nodes.
D\ A JMBJUR Hokkaido Jap.. 430. 2017/09/13 12:03: USDEN-ND (30609) IN. 39 Nodes.

+& User ID

161  ALLJACQROOM#  Yam {anag: pal / 0 WOMDT-MY > MNWIS-FI : : b ink! [EOM]

061  America Link Netv WOMDT-MY > MWWIS-FUS . 1 better.
046
039 M Lino Lakes
029 C( Pudse
F Magoya Aichi
20587 Fuk Fukuok
20435 0 0 \ 0 ... Takasaki Gunme
i [ Tok
Lodzkie
E-KYUSHU-R

ITALY KIODN TR VRINDD 4




WIRES-X Software Data

WIRES-X Nodes Connected to MNWIS de K9EQ
WiR #21493

XML/CSV Data
— All Nodes* o v :

Use Ham E.

* G oz [amlcin

— All Rooms , I
"

— Group ID Geea Falls 444 350025 000MHz | DCS

445 .550MHz D!

Logs
‘WIS Stations Last Heard de K9EQ

WiRES-X Room #21493, Updated about e 0 minutes

- N (0] d (S] i Sorted

2act
— RO O m 4 -TO Do not bookmark
- FT1D=12. FT2D=8. FTM-400=40. FTM-100=19. FTM
— News WOMTA-MYKL |W T, [FORku |FTM-400 |Local  |Wed Sep 13 18:00:55 2017
: Bobmb [FTID[Net [WedSep 13 180
K9EQ/R-075 KIEQR-075 EODoV |[FTID  |Local | Wed Sep 13 18:00:09 2017
Ot h er [NOIOL-ND 30092 |D | NOGHP/MIKE | N9GHP/MIKE FTM-400 [Net  [Wed Sep 13 17:51:

KC9IL-WRRN _ |KCYIL-WRRN FIM-400 [Net  [WedSep 13 17:

NEXPQ-MIKE

— Access Log (all transmissions)*

— Diagnostic
ADOMLFETE | ADOMLPETE Fog T
Used by HamOperator.com NooLIoE  [NWOLIE || [lol  [Weasep 31630002017 |

WOGAU GREG | WOGAU GREG ___[FoNGe [FIMCIO0 _|Net [Wed Sep 13 16a7:32 2017
KDOINQESR _|KDOINQBSR _|Go9DZ [FL991 |Nev [Wed Sep 13 1552:27 2017
IKAOFOP-JHN _ [KAOFOP-JHN Wed Sep 13 15:46:18 2017
e



Analysis Tools
* WireShark - '

— Wireshark.org
— FTDIChip.com

e Scanastudio

— IKALogic.com

* Oscilloscope




TAPR and Manufacturers
Discussion

Could TAPR collaborate with manufacturers on projects?
What should manufacturers do? What should Hams do?

Is there opportunity to bring digital benefits to a broad range of

non-technical users? (l.e., APRS)
What Digital Voice needs to do (hint: things analog can’t do)

Potential Projects:
— Diversity reception for repeaters
— Multisite digital reception

— Common receive locations for multiple repeaters



Additional Resources

Saelig.com — Test Equipment

SparkFun.com, Adafruit.com, Hacktronics.com, SeeedStudio.com
Hackaday.com, DIYHacking.com

Element1l4.com

Tapr.org

Yaesu Digital Standard (Yaesu.com)

Github software repositories

Fusion Technical Net Monday 7:30 PM Central (0030/0130 UTC) Room #21493,

Internet Streaming: HamOperator.com

73, Chris K9EQ



