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ABSTRACT

As amateur packet radio evolves from scattered, ad-hoc cdlections of local area digipeaters into a
interconnected netwark, several issues related to naming, acdressing and routing will have to be faced
Routing, in particular, has long been a fertile research area in
; however, I believe that thev can at least be stated, and that certain decisions can be
imentation with various salutions. In particular, the problem of address assignment is discussed
with particular emphasis on making the routing protiem easier.

answers to many of these
made early to ease

1. Intreduction: Terminelegy

I will begin by defining several impartans terms. A link is
mymsnisbgmline,xadiodmndaﬁtlikempabled
wrgg a packet directly between two paints. Nodes are
the points of links, A node may generate packets for
other nodes, consume packets addressed to itself, or act as
a relay poirt for packets ariginating from and addressed to
other nodes.

Reference [1] gives a concise but effective definition of
three mare concepes: "In simple terres, a aone tells what
an object is; an address tells where it 1s; and a route tells
how to get there.”

To elabarate:

1. A name is an arbitrary string of charactess, chosen
for human convenience, to designate a particular
person, node or service. Exangies indude people’s
names and the netwark names given tO computess.
Amateur radio callsigns might also qualify, although
many may dispute their convenience!

2. An address is a nurrber corresponding to & name,
significant to a com¥nunications network. It is
%allysxmllexdunanameaxﬂhzsawdl-

ed farmat. es indude telephone
numbers (10 decdmal digits in North America),
Internet Protocol addresses (32 bits) and, of course,
postal addresses.

3. A rowe is the path over which a specified address
may be reached fram a given point within a
network.

Some communication systems blur the distinction between
these cmoepts. For example, an dd-time telephone
system with a luman operator might accept & a
persan’s name or a telephone mumber in pladng a call. A
courier might accept a route ("go to the third (red) house
on the right after meking a left tum at the light”) i place
of an address. However, machines demand shart, precise
identifiers that are often not convenient for humans to
remember, so translation from names to addresses then to
routes must be provided. Telephone bocks and directary
assistance systems provide translation between names and
telephone numbers, while provide the information
necessary to find a route 10 a given street address.

While names are zlly arbitrary (excert that they
must be unique, at least in the context in which they are
used), addresses may ar not imply samething about
physical location to facilitate route selecion. For
examyple, telephone numbers in Narth America are
assigned by a multi-level location-dependent hierarchy; the
first level is the 3-digjt area code and the second level i
the 3-digit central office code. If you move from
Yoark to Los Angeles you are not allowed to keep
same telephone nuwmber; you must get a new ane
reflects your new location. You are allowed to kesp y
name, however; the telephone compeny grants you
one concassian!
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netwarking. I make no daim to knowing the

Because of the arbitrary nature of names, full-Hown
database systerrs are generally ired to convert nammes
into addresses. The tele netwark provides name-to-
2ddress mapping books and directary
assistance bureaus. Computer networks may use either or
boith of these techniques, e.g., a directary may be
maintained locally in each user system, or a cemral site
may be s& up as a “name server.”

3. Naming In Compater Networks
'Iheminprdlemlueisinvaifyin&drmiqumda
selected name. For small petworks, a single central
deari e for name assigrments is practical. For large
netwarks, however, hierarchical allocation is the most
practical approach,
The ARPA Internet has grown rapidly over the past 5
years, and its cenral name registty is showing
consideratle signs of strain.  To answer this probiem, the
ARPA Irrernet will be evdving from a single, giobally
administered name space to a hierarchical "domain-based”
system [12,13]. In the domain system, a name may
concist of several words separated by Ee.ncm
FOCBAR ARPA, meaning host name "FOOBAR" under
domain "ARPA." The same system miglt be more fully
nemed as FOOBAR MIT.ARPA, distinguishing it from
other hosts that might also be named " in
locations within the ARPA “top-levd domain.”
Pardally specified domains are interpreted based on the
location in the hier where the name is encountered,
and "nearby” (in a hierarchical sense) hosts might be
named without any domain names at all. is is
analogous to the way people refer to others by their first
names (e.g., within a family or work group), but would
ive full names when referring to sameane oo the
outside.”
The ARPA Internet has only begun its conversion to the
domain system, and several details need to be warked out.
Within ameteur radio, the easiest naming convention
uuﬂdsimpybemusemrcaél;?s,simedryare
already unique. A domain name d be allocated (e.g,.,
AMPRNET) so that when the ARPA Internet finxishes its

conversion our callsign-names would simply becore, e.g.,
"KASQ.AMPRNET " ourside our nerwork,
5. The Rexting Prebiun

Qnce the netwark is given an address, it must select a
route to reach it. Again, this may te done centrally, in a
petwork manager that keeps track of the entire network
(e.8., TYMN}?F [4]), or it may be dane in a distributed

ion by local routing algarithms that e fram
partial, lccally constructed views of the network state and
topalogy (ARPANET, many others [2,5,8)).

3.1 Centrzltssd Resting

Centralized routers [5] have the advantage thx a
comyplete, ocherent "picture™ of the entire network can be
maintained at a single point. Dedsions ¢an be based m



the greatest possible amount of information, and atternpe
to optimize resource usage over a large area. However,
centralization has several serious  disadvantages.
Communication overhead is involved in the collection of
status reparts from and the dissemination of routing
decisions to the individual packet switches. The reliability
of the communication paths to the central router (and that
of the central site itseit) is critical to the entire netwark.
The canmunication overhead with a centralized router
more practical in a virtual drcuit network, since routing is
dme only a crcuit sep time. Such an ch is
harder in datagram netwarks such as those besed an
&P?dmme routing n:ngt‘e be done on lnia per-packet
one might "cache™ routing infarmation &t
the switches to minimize overhead).
3.2 Distributed Reuting

An altematve is distribged roting, where each switch
makes its own routing dedisions based on a "local view” of
the network. Switches usually information with
exch other, either autamatically or on a demand basis,
thus maintaining a composite "snapshot” of the network.
Such algorithms work well in datagram environments.

They have other es, such as i d flexihility
and reliability because ﬁnh&d‘mmma

central site.

routing algorithrs  are
ially in datagram based netwarks such as
the ARPA , and I recommend its use in amateur
packet radio. In the remainder of this paper, I will assume
the use of distributed routing.

4. Renting Implicstions for Addressing

A packet swiuclndcmmtwu'k ms‘ilsntisdmg ;c:ﬂaectia; of
acting as packet sources, y paints.
medingmd’:mpdogydﬂnnuwork,amglmay
bmr-m At — e AT ab s Aoconmad ea
ttselt. ¥In same cases, this is trivial = the nodes share a
transmission media allowing each node to communicate
direcdy with all other nodes (e.g., Ethemet, dosely
spaced terrestrial packet radio nodes ar nodes sha.ringbg
satellite channel) routing becames trivial; packets can
send directly to the destination. Similarly, if the node is
on a"stub” (i.e., It CM anly cammunicate with ane other
mde) there IS cbviously anly asingle possitie chaice.
In the general case, however, network nodes are
anly partially intercormected with links and a packet must
cften be sent first to the neighbar which can best relay it
oanward to the destination.
Qne sdution that warks well in small networks (such as
the ARPANET) is far each node to maintain a list of all
other nodes in the netwark, giving the iate
neighbar t which packers for destination should be
sent. (It is uns ed at the moment how these entries
are determined.) As the network grows, however, each
node’s routing table will grow as well and the total

amourtt of reqdredatallmdafu‘rmﬁn&:aﬂes
will grow as the of the number of nodes. Cleary,
muich memary could be saved if the list entries for nodes

the same ‘"pext hop” could samehow be
condensed. This is possible if the addresses, instead of
being arbitrary numbers, are related to the location of the
node within the topaogy of the netwark.

At a node far removed from a given set of destinatians, it
is likely that the same neighbor would be used to reach
any nxde within this set of destinations. If their addresses
are "similar,” in some sense, then it might be possible to
"condense” these addresses into a single routing table
entry.

$. Address Assigrmant Within IP

Bearing in mind the desirability of somshow encoding the
D e it echicen of auhe ignmest e widin
tum to c em ess assi within
the ARPA Inkernet Brotocdl, I,

An P address field is 32 bits wide. IP addresses are
further subdivided, ‘gimrily for admimstrative reasons,
into three dasses: B ard C The major difference
between these three classes is the number of hits within
this 32 bit field that may be assigned by the network
administrator and how many are assigned by ARPA.  This
procedure is necessary if a is ever t
comm‘catewdmﬂnenmx#" ARPA Intemet, since two
sites might pick the same IP address unless there was
some form of central coordination.

Thanks to the foresight of Hank Magmuski, KASM,
ARPAhasmsig:?a A network number to amateur
packet radio. This is a very valuable cammodity, in that
ziimmlydzgs&bmda%had&mgo&e?umd
» leaving us possible number of bits for our
osn use while g&q)mt!n&xs\'bﬂityddm
interconnection  with ARPA Intemet. With the
remaining 24 bits, we can address 16,777,216 nodes,
easily enough to give every amateur in the world his or
her own IP address if we allocate them effidenty.
Since AMPRNET is to be primarily a terrestrid radio
network, it seems reasonable to encode a node’s
ical location into its [P address. However,
amateurs are distrituted very unevenly throughout the
world.  Schemes that are based soledy on geographic
coordinates (e.g., grid squares), athough assthetically
pleasing, are inefficent because concentrate most of
their space over the poles, places with remarkatly
few amareurs.

Qearly a more efficent scheme is needed; cne possibility
is the binary tree. One way to illustrate this form of
address assi is with the game "Twenty Questians.”
Experienced players of this game know that the best
strategy consists c:quanahng mmslt‘fo&ﬂichmd
"no” answers are . In infarmation A
s e K
source.” e, t amateur
&amﬁo?glﬁammhmmted States.
it would be reascnahle to assign the first hit of the
24-bit address subfield to mean "USnan-US." Within the
United States, cne might determine that holf of the
packeteers are east of the Mississippi River and half are
west, and so farth. Eventually, you reach a single "RF
community” and you would assign the remaining address
bits sequentially to the individual amateurs in that area.!
A mujor practical advantage of such a scheme is that the
job of assigning addresses can be delegated to a hierarchy
of izaions. An international arganization (e.g., the
IAR{g; would define only ensugh leading bits to umquely
designate each region ar country in the warld. Nanonal
mq: within  countries m then assign
\¢f ts denoting regions wi country based
on national concems (i.e., the ARRL in the United States
might handle this job based on American geopolitical
boundaries). Giher countries would have  maximum
freedom to devise their own national level addressin
plans which might take into account unique nati
1. This is Hiffman encoding, similar in prindple to the
M grams  "SQ! =" and
ZE." man coding sses files by
ing them with variable lg‘xmngm “characters
igned accarding to the relative character
1butions 1n the file.
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irements or conditions. At the lowest level, an
individual packet station would only have to contact his
local packet radio coordinating body for a specific address
assignment, and these "front line" orgamzations would
have maximum flexihility in devising an allocation scheme
suitable for the local environment. Individual assignments
would then bte forwarded back up the organizational
hierarchy (or maintained in a "well known" directory
server) so that the network as a whole may have
convernient access.

Since ncde addresses in a given area have commmn

ﬁw,itisﬁkelyﬂaadistmmdemndaﬂ{kmveto

a single rounng table entry far a large cdlection of

. For example, a packet switch in New York would

anly have to maintain the information that all packets to

west of the Mississippi are sent to node X, thereby

“condensing” half of the packet nodes in the USA into a
single routing table entry in the New Yark switch,

ing on the netwak topdogy and address
assignments, mxing;ue entries may consist of variable
length prefixes. T prefixes might vary fran 0 bits
long (correspanding to a "wild card” or "default” routi
entry to be used on the end of a stub, for example
to a full 32 bits when used to describe an special entry for
a specific address. The latter case would be useful to
handle spedial cases, such as point-to-pant coMections via
satellite, ar a node whose entry cannat be condensed with
any cther existing entry.
There is no guarantee that a routing table would not be
larger than average if a node were located near a

boundary in the ss scheme, e.g., the US'Canadian
border. However, that such a scheme would
reduce the A size of routing tables in the

network. More wark on this probem is needed,
particularly a8 comparative estimate of the routing table
sizes and growth rates for a variety of address boundaries
and population distributions.

It should be noted here that the issue of hierarchica
address assignment is ing much interest in the ARPA
community. Currerdy, addresses are assigned
according to a two-level hierarchy: a Qass A, B, ar C
"netwark mumber” part and a host part. Assumpeions are
made by the rest of the Internet that all hosts within a
network (even a QQass A network with 16 million hosts)
are capable of "direct" comnectivity without (extemally
visitle) routing.2 Several people havelpo ed that extra,
optional levels be added to the two-level hierarchy, and
four RFCs (ARPA memcs) have besn released with
various proposals over the last several months, As of this
writing, the issue is not yet settled.

6. Implementing a Distributed Restiny Algorithem

A variety of distibuted routing algorithms have teen
used, with the ARPA Internet serving as one important
example. I will now describe an algonthm often used in
Internet Protocol networks; many variations exist on this
cammon theme.

For each destinaion, a routing table entry contains the
fdlowing information:

2 The ARPANET as a single (lass A "local”
network in the A Intemnet, even though it spans
the continental US and parts of Europe and the Paafic.
Even though the ARP. is not fully inte
at the physical level, it does its own intemal routing

g%msmaMyimmmdmakw
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1. The hardware interface an which such packets
should be sert.

2. The node to which such packets should be addressed

ar tha Lol 1 1 fencm. odea Aaee < i olan
& U ung &V (same a5 e Gestnation if the

hardwamcanrcadxitcﬁrxﬂy,ﬂnlinkaddmsdm
intermediate gateway otherwise).

3. A metric that indicates the route’s "cost”. (Cost is
typically just a "hop count,” although it might also

ﬂgmhrﬂaﬁwspeedaloa ng factar of a

Each rode starts with ifs routing table omtmmx} adly its
direcdy accessible neighbars (“neighbars” could mean a
node on the far end of & point-topoint link, or,
collectively, all the nodes an a shared network such as an

Ethemar or local macker vadio channel), The metric for

AAsBvaiB a4 [ 81O gu e ) aiaw v as

each neighbar reflects the cost of the link to thar neighbar.

Each node periodically broadcasts its routing tables w all
nei . a node receives such a table breadcast
from a neighbar, it examines each entry to see if it refers
to a destination that was previously unknown in its own
routing table, or reflects a metric that is lower than the
value assocated with an destination already in the node’s
routing table. If either condition is true, then the node
inserts the new extry info its own table after incremesting
the metric to indicare the "cost”™ of the link to its neighbor.
In this way, conmectivity infermation "diffuses” throughout
the network, and packets ere routed along patls that favar
the mininum cost ox count (depending an the
meaning of the metric). When a node receives a muting
table entry from a neighbor that contains a metric equal to
or higher than an entry already in its own table for the
same destination, the node might decide to accept the new
enry gﬁmy, keeping it in reseive when the preferred
route fails.

To assure rapid recovery from a link failure ar network
recondiguration, nodes often "poll” their neighbars
peﬂonﬁcél{ t0 assure themselves that they’re still there. If
a pdl fals for some pericd of time, all routing table
misrefmng' to that neighbor are removed, and an
attempt is to disseminate this information to the
other neighbors that are still up.

As mentioned, nueny variatios and enhancements are
possible an this basic theme. For examgple, it has been
observed that "good news” (the availatility of a new node
or link) "travels fast,” while "tad news" (the failure of a
node or link) “travels slowdy.” The polling rate is dearly a
tradectf; nt palls mimmize the time needed to detect
& recover a failure at the expense of extra network
traffic. Other schemes atterryt to avad polling by acting
only when a local dient “complains” that a given node
appears to be inaccessitie.

With certain algoritiems, it is possible to have transient
"routing loops,” where packets are farwarded enclessly.
Fortunately, this need not be catastrophic in a network
based in IP because the "time to live” ) field bourds
the number of hops a datagram is allowed to make. As
long as the updated routing infarmation is allowed to
propagate, however, the netwark will eventually recover.
Qe problem that can occur in such a distributed scheme
is that a node may advertise, either accdentally or
malidously, that it can reach every cother node in the
pawork with zero cost. Ocher nodes may then be gullible
enough to accepr this information and decide to route
every packet to the offending node which discards them,
effectively crashing the network [3]. It may be necessary
to establish "sanity checks” ar encrypdan-tesed procedures
o establish the authenticity and reliahility of routing
information.



7. Cenclusions

1 have only superficially scratched an invdved topic, ane
that has been the subject of many books and learned
joumal artides. Nevertheless, 1 believe | can make
severa early recommendations that should exse the
construction of our network and experimentation with
practical routing algorithms:

e The use of a common datagram protocol at the
network level (i.e., the ARPA Intemet Protocol, IP)
gready simplifies the routing problem. Since a
?g-am netwark does not need nor guarantee

ute reliability, a wider vanety of routing
strategies may be oconsidered Routing protocals
explating a datagram netwark's ability to efficient
broadcast mutinis information may also be meci
Datagram networks can take full advantage of routing
ia}l)gomhrm that dynamically balance link traffic. With
, the sender always has the opticn of taking partial
o full manual contral of routing with the “source
route” option, if desired.

o Network addresses should encode, in a hierarchical
way that corserves address bits, the location of a node
to reduce the amount of routing infonmation that must
besnor?zmmdeaxxip'cpagateddmugtnmdw
newor)

o A distributed routing algorithm should be used to
avoid dependence on a central site and to alow
meximum flexitality.

¢ Early emphasis should be made on establishing a
standard protocd  far the of routing
information (the ARPA Exteriar Gateway Protocd,
EGP, may be suitahle far this purpose).

e Existing routing algorithms, icularly those used
innenl:ﬁyindmAR%TNErm%agﬂeARPAm
should be investigated and tested to determine their
suitakility far widespread amateur use.

8. Refsrences
[1] Cerf and Kirstein, "Issuss in Packet Network
Intercomection,” Proc. IEEE, November 1978
(spg"%l issue an Packet Communication Networks),
p. .
[2] L Kieeinrock, "Principles and Lessans in Facket
Communicatias,” p. 1320, same issue.
[3] R Kahn et a, "Advances in Packet Radio
Techndogy,” p. 1468, same issue.

[4] L. W. Tymes, "Routing and Fow Contrd in

o 1981, o 558 (specia

cations, » Page spe
issue on @mﬁ Control in  Corputer
Networks).

[5] M Gerla, "Comtrolling Routes, Traffic Rates and
Buffer Allocation in Packet Networks,” I[EEE
?ompmicgims Magazire, November 1984, p. 11
spedal issue on  Progress in  Computer
Commumicatians).

[6] J. Hahn and D. Swolle, "Packet Radio Network
Routing Algarithms: A Survey,” p. 41, same issue.

[7] D. Qark, "Names, Addresses, Ports and Routes,"
ARPA RFC 6§14.

[8] W. Hsieh and 1. Gitman, "Routing Strategies in
Cc;rgpxm Networks,” [EEE Camputer, June 1984,
p 46.

[9] J. Wescott, "ssues in Distributed Routing for
Motile Packet Radio Networks,” IEEE

[10] D. Mlls, "Exteriar Gateway Frotocol Formal
Spedfication,” ARPA RFC 904.

[11] R Hinden, A Sheltzer, “The DARPA Internet
Gateway," ARPA RFC 823.

{12] P. Mockapetris, "Damain Names - Conoepts and
Fadlities,” ARPA RFC 8. >

{13] P. Mockapetiis, "Domain Names - Implemsntation
Spedification,” ARPA RFC 883. oy

4.72



